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Abstract— We investigate the problem of broadcasting secret In the present work, we model the wireless links between
information to one or more receivers over wireless links in  the base stations and all the receivers as independeni.dnd i.
the presence of potential eavesdroppers. A fast fading chanhe pavieigh faded. Furthermore, we assume that the transmitte
model is assumed, with perfect channel state information . - : .

(of intended receivers) at the transmitter. Both the case of and-the intended reF:elver(s) have perfect channel staie inf
independent messages and common message are considered. Mation (CSI) of the intended links. The eavesdroppers have a

For the case of independent messages we propose a scheme&hannel that is statistically equivalent to the intendeersis
that achieves the sum capacity as the number of receivers goes The eavesdroppers have full CSI of the intended receivers
to infinity. We note that in the limit of large number of intended  |inks as well as their own links. The eavesdroppers do not

Eﬁ?f(‘)tcv?,ﬁﬁcggwseiales with the number of intended receivers, reveal their channel state to the transmitter and/or irgdnd

For the case where a common message is broadcasted, we'€Ceivers. The eavesdroppers do not collude. . .
present a coding scheme that achieves a certain positive rate A few words on our model and CSI assumptions. It is

independently of the number of intended receivers. unrealistic that the underlying channel changes indepen-
dently in each symbol, since this requires an unusually
large doppler spread. The fast fading model is usually an

The problem of broadcasting confidential messages, hi#alization of a relaxed delay constraint when one can
been studied for discrete memoryless channels [1], [2] arkpde over several channel coherence intervals. Altegnatel
for the AWGN channel [3]. In these works, an asymptotidn @ frequency hopping system, one should code over many
secrecy requirement is imposed in addition to the requir¢hannel hops to realize the effect of fast fading. We assume
ment that the probability of error at the receiver vanishethat a feedback mechanism is available so that the intended
as the block length increases. Many generalizations of thigceivers can track the channel coefficients and send them
problem have appeared in the literature, including the cade the transmitter. Since this mechanism can be potentially
of parallel channels [4], [5], secret key distillation ugin insecure, we assume that the eavesdropper also knows the
correlated sources [6], [7], and, more recently the mudtiplcoefficients of the intended receivers.

access channel with a variety of secrecy constraints [§], [9 In related works, a quasi-static fading model has been
[10]. studied very recently in [12] and an outage secrecy formula-

In the present work, we consider an extension of th#on has been proposed. The transmitter knows the channel

wiretap channel. Our setup is motivated by a variety of apgains of both the receiver and the eavesdropper and declares
plications that require distribution of secret keys to imted ~an outage if the eavesdropper has a stronger channel gain.
receivers. As an examp|e, in a pay-TV system a Conteﬂ-]he role of multiple antennas in secure communications has
provider wishes to broadcast a decryption key to a subset bgen recently explored from a detection viewpoint in [13]
users who have subscribed to a particular program. Curreditd from an information theoretic viewpoint in [14], [15],
solutions rely on off-line key distribution mechanismsdan [16]. These works consider the case of one sender and one
are vulnerable to piracy [11]. Instead, our approach is tegceiver and explore gains from multiple antennas under
enable a real time key distribution mechanism that uses tigéfferent CSI assumptions. Finally in the same conference
knowledge of physical channel to the intended receivers Where this paper was presented, [17] and [18] presented
protect the message against potential eavesdroppersaf-his@ capacity result for the case of one receiver and one
plication requires the multicast of a common secret messagavesdropper, with the fading coefficientsoththe receiver

to a set of intended receivers. The users can use the keyaad eavesdropper known to the transmitter. The problem was
decrypt the program, after which the key becomes useleggduced to a set of parallel channels and it was shown that
Another application that could potentially benefit from alre it suffices to use an independent codebook on each parallel
time key distribution solution is sensor networks. In sucighannel.

systems, it is desirable to update the secret key of eachThe rest of the paper is organized as follows. In Section I,
node periodically. Such applications require broadcgstinve present the channel model assumed in our analysis. Upper

of independenmessages to each receiver, under a secre@d lower bounds on the achievable rate with a secrecy
constraint. constraint for a single user are provided in Section Ill. In
Section IV the achievable rate is generalized to the case of
This work was suppor_ted in part by NSF under Grant No. CCF5089, many users with independent messages and its optimality
and by an HP Fellowship . L . . .
The authors are with the EECS Department, Massachusettttessf 1N the limit of large number of users is established. Finally

technology{khi st i, t cham gww}@i t . edu Section V considers the case of multicasting a common
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message to all the receivers.

Il. CHANNEL MODEL

We consider an i.i.d. Rayleigh fading channel [19] model,
with channel gains independent in time and across the users.
The channel model is given by

Yi(t) = he(OX(t) +zc(t), t=1,2,....n k=1,2,....K,

@)
where the index, denotes the time index and the subsckipt
denotes the user. We assume ebgft) to be independently
sampled from%.4(0,1). The noise componentz(t) are
also i.i.d. and sampled fror.4"(0,N). An average power
ConstraintE[z{Lﬂx(t)‘z} <nPis imposed_ Here the expec- Fig. 1. Parallel channel decomposition of the fading chanwigh one

. . . N N ...receiver and one eavesdropper. The decomposition on théslefed in
tation is with res_p_eCt to the Set_Of messages to be tranmlt_tée achievability scheme when the channel coefficients ofittended
and to any additional randomization at the encoder. Whilgceiver are known to the sender, the receiver and the eaypgsst. The

dealing with the case of only one receiver we will drop theslecomposition on the right is used in the upper bound when tiaere|

subscriptk in (1) coefficients of both the intended receiver and the eavepérogre known
P .. ' . ) to all the nodes.

In addition to theK intended receivers, we assume the

presence of an eavesdropper that has a statistically éejitva
channel model as the receivers. We denote the channel model our proposed coding schemes will be secure against any
by number of non-colluding eavesdroppers.

Ye(t) = he(t)x(t) + Ze(t), t=12,...,n, 2 « Our requirement on the normalized mutual information

in (3) can be replaced by a stronger condition as
where he(t) and Ze.(t) are samplgd from#’.#(0,1) and sug(g;sted in Csié[; [20] an):j Maurer g(l':md Wolf [21].
A (ON) .respe'ctwely, .and are mdependem of all other In particular, the normalization by is not necessary
channel gains. Finally, without loss _of generality assuhﬂ; and we can replace the constantby a sequence,
N = 1. This simply amounts to .scallng the power constraint. that tends to zero with. The coding schemes proposed

We assume that the transmﬂter has per.fect knowledge of in this work can also provide secrecy in this stronger
the instantaneous channel gains of all the intended resgive sense.
but only statistical knowledge of the eavesdroppers cHanne
The eavesdropper has perfect channel knowledge of thelll. SINGLE USER ACHIEVABLE RATES AND UPPER
instantaneous gains of all the intended receivers as well as BOUNDS
its own channel.

We provide a formal definition for the achievable rate tupl%n
with independent messag@éli,My,...,Mk) to theK users.
The definition for a common message rate is analogous, a
will be omitted. A lengthn code for our channel model

consists of a set of encoding mappings of the fofft) =  A. Single User: Achievable Rate

Kt Kt t _ i
ft(ml’mz""m'(’hl’h?'"hK.) fort=12...,n thqt satisfy . We can view the model (1) as a set of parallel channels
the average power constraint and a set of decoding mapplqgsFig 1 indexed by the channel gal of the intended
N — N n n T — .
My = @ (yjihg, ... .hg) for j=1,2,...K. receiver, which is known globally. Thus in each parallel

; Definitionol: ﬁ‘ ratg tupIe((I;%l,sz,l. - Re)is a(;]hflvazl? i, r(]:hannel the intended receiver’s channel is complex Gaussia
oranye >0, there IS & code of large enougn bioc -_engt while the eavesdropper’'s channel is a fading channel. We
n such that for eactj = 1,2,...K we have the following:

() M. is uniformly distributed over(1,2 2R (i) the propose to use an independent Gaussian codebook on each
J gy ey y

s arallel channel.
probability of error P{M; # M;) at each decoder is less "

th d (i th . i ¢ h t th Consider a particular sub-channel where the intended
an ¢, and (i) ne equivocation of each message at M, qqjyers experiences a gain af(i.e. |[H|? = a). Generate
eavesdropper satisfies

an i.i.d. Gaussian wiretap codebook [3] with pow&rand

In this section we consider the case when there is only
e receiver. The generalization to multiple receivers is

cgnsidered in the next section. We denote the channel model
the intended receiver agt) = h(t)x(t) + z(t).

1 0o K _ rateR (a,P,). The powerP, is selected to satisfy the average
AP MiYe He | {HiGie iMidizj | <€ j=1,2,...K power constrainE[Py] = P. The achievable rate is:
3) R (a,Pa) = 1(X;Y;) — [(X; Ye, He)
Remarks T@

=1 log(1+aR,) — E[log(1+ [He|?P ,
« Our definition for secrecy (3) only depends on the o ) llog(L-+[HelFa)]

statistical characterization of the eavesdropper. So even A
though we only consider one eavesdropper in our setuphere we use the notatige]™ = max(0,v).



From the expression (4), it is clear that our achievable ra®. Single User: Upper Bound

R (a,Pa) is increasing ina. It is possible to show that & To get an upper bound on the secrecy capacity we consider
is fixed and greater thaﬁéexp(—y), wherey=0.5772is a genie aided channel, where in addition to the receiver
the Euler's constant, the supremumRf(a,P,) is obtained channel state, the channel state of the eavesdropper is also
in the limit P, — . On the other hand ifa < T, then globally known. We can view the system as a set of parallel
sup,-oR (a,Pa) = 0. Thus for the proposed scheme, thechannels as in Fig. 1,indexed by the channel gains of the
transmitter will not transmit whenever< T. intended receiver and the eavesdropfi¢rHe). Each of the

It is possible to improve upon the proposed rate in (4parallel sub-channel is a Gaussian channel where the gains
by transmitting artificial noise in addition to the intendedio the intended receiver and the eavesdropper are fixed. We
codeword. We split the available powB into two parts. have the following claim:
Generate an i.i.d. Gaussian wiretap codebook with power Claim 1: For the channel model (1) with perfect CSI
P.. Before transmission of a codewod', generate an i.i.d (H,He) at all the nodes, for an optimal coding scheme (i)
Gaussian noise sequer¢& with power R, independent of transmit only on sub-channels whejig|? > |He|? (i) use
everything else and not known to the receiver. Our choice @in independent Gaussian wiretap codeword on each of the
the powers satisf{y, + R, = P;. We transmitX" =U"+V".  sub-channel (iii) maximize the power allocation across the
The received symbols at the intended receiver and eavesib-channels.

dropper are Proof. See the Appendix.
N . . ; With the above claim, we get the following expression for
= HV 4 S
YQ) HU,(I)f (I)f (,I) ) (5) the secrecy capacity of the genie aided channel:
Ye(i) = He(1)U (i) +He(i)V (i) + Z(i)
Our expression for the achievable rate is given by, CU'(P) = Pr(|H[? > |He|?) x
R'(aP) =1(U;¥) —1(U;Ye, H 14 |HR
(@,Pa) =1(U;Yr) = 1(U; Ye, He) , sup £ [log (1+] |2H-L,He) H2 > Hol?
- {Iog (1+ ah ) E [Iog (1+ 1Rl )} } PueElmel<P [ (LT [Hel P
1+aR, 1+ [Hel?R, 9)

(6) 1t can be verified that the objective function in (9) is coreav

We optimize over the choice &, andR,. It can be shown and hence the KKT conditions are both necessary and
that for anya > 0, we have that sypR' (a,Pa) > 0. Thus  sufficient to specify the optimd® 44, function. To get some
secret communication is possible for every choiceof0, insight, we provide the following numerical upper bound
provided the available power is sufficiently large. Notetthayhich is tight in the high SNR limit.
the gain from artificial noise should not be very surprising. Corollary 1: For anyP > 0
As seen in (6), the artificial noise gets amplified by the ,
channel gain of the receivers and hence there is a net gain Cfu”(P) < 1 bits/symbol 1+‘h|2%0)
if the channel gain to the intended receiver is small. The Proof: We note that foth| > [he|, the term |09((1+w2?)
optimal value ofR, is positive only ifa < 1. Thus if the is monotonically increasing iR, and the supremum is given
channel gain of the intended receiver is greater than oney Iog(%z) in the limit P — . Thus from (9)
our scheme reduces to the previous one in (4).

To provide an achievable rate for the fading channel sy 2 2 |H|2 2 5
. . . < H| > |He|9)E |log—— | |[H|* > |H
of interest (1), we integratdl(a,P;) with respect to the CT(P) < Pr(H[" > |He[) Og|He|2 IHI" = 1Hel
dlstrlbgtlon overa and optimize over all possible power — logy(2) = 1 bits/symbol
allocations.
® (11)
R(P) = sup R(v,R)exp(—v)dy, Je{l,1} o u
{R}:R>0,ER]<P/v=0 We note that there is a significant gap between our upper
_ o _ o (7)  and lower bounds for the single user case (see (8) and (11)).
Numerical evaluation in the high SNR limit yields This gap however vanishes as the number of users becomes
large as we will see next.
lim R (P) = 0.7089 bits/symbol g
P | ) (8) IV. MULTIPLE RECEIVERS INDEPENDENTMESSAGES
g@mR (P) =0.7479 bits/symbol As in Section Il we assume that there &eeceivers and

As a final remark, we note that even though our propose®fich is interested in an independent message.
scheme uses an independent codeword for each parallefPur achievable scheme is simply a time division mul-
channel, this is not necessary. In particular following][22 tiPlexing scheme that selects the best user at each time
the rate in (7) can also be obtained by usirgjrgleGaussian and uses mdependent_ single user cpdebooks d|scus§ed in
wiretap codebook generated i.is.# (0, 1) and scaling each Section Ill. An expression for the achievable sum-rate is:
transmitted symbol by the transmit powey depending on _ /‘°°
the channel state. This reduces the complexity of encodin%’“mK(P) _{R/};RIE(L)JE[R,]SP v:oR](V’ R)fke(dy - Je{l.n},
and decoding significantly. (12)
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Fig. 2. Upper and lower bounds on the sum rate for a system Kwith
users. The lower bound is computed by the two step power &lboceule
in (13) while the upper bound is computed using the optimal mfiteg
rule. Note that the bounds are quite close over a wide rang&Ng.

where fx (V) = K exp(—V)(1—exp(—Vv))X 1 is the probability E
distribution of the maximum oK independent, unit mean, !

exponential random variables.

Claim 2: If the channel coefficients of all the intended
receivers and the eavesdropper are known to all the nodes
in the system, then the sum capacity of the K user, single
eavesdropper channel, can be obtained by a scheme which:
(a) only transmits to the best user at each time, (b) uses
an independent Gaussian codebook for each fading state
(c) optimizes power allocation across the codebooks via
waterfilling.

Note that Claim 2 is an extension of the opportunis-
tic transmission result [19] to the case of a secrecy con-
straint. We can basically decompose the system into a set
of parallel channels indexed by the channel gain vector
(H1,Ha,...,Hk,He) and show that it suffices to use an
independent code for each state and transmit to the best user
on each state.

In what follows, we show the result for two users and two
parallel channels. The extension to the cas& afeceivers
andM parallel channels is straightforward.

Consider two parallel Gaussian channels, as shown in
g. 3(a), of the formt

Y11 = X1+ Ny, Y12 =Y11+ N2

The power allocation in (12), is difficult to compute ana- (14)

lytically. We consider a simpler two step power allocation,

Y21 = Y22+ Npy, Y22 = Xo 4+ Np2

which provides several insights. Furthermore, we will onlyuser 2 is degraded user on the first channel, while user 1
consider the achievability scheni®, since the rateR!! is
better only when the channel gain (of the best user) is legsere is an eavesdropper who receives= Y1, + E; and

than 1 an even that will happen only rarely if there arer, =Y,;+E,. The eavesdropper is degraded with respect to
enough users. Let us denote, the channel gain of the best ugeth the receivers. Assume the noise distribution is given b

a

is the degraded user on the second channel. Assume that

as|hmax|? = maxy<i<k {|hi|>}. For a given poweP, we select Nij ~%.4(0,05) andE ~ €./ (0, ).
a thresholdr (P) and transmit with a constant pow&s only
if [hmax|2 > T(P). Naturally,Py = P/ Pr(|hmax? > T(P)). An
achievable sum rate can be obtained by maximizing over the

Claim 3: The sum capacity of the parallel Gaussian wire-
tap channel is

threshold:
R-srumK(P) = I’_|1_1>8.8({PI’(|Hmax|2 >T)x
(E [log(1+ [Hmax *Po) | [Hmax*> > T] — F(Po)g },
(13)

whereF(t) A Eflog(1+ [He?t)] = exp(%) Ik wdx’ de- The sum-capacity is obtained by transmitting to user 1 on
notes the mutual information of the eavetsdropper. the first channel and to user 2 on the second channel with a
An achievable rate for the two-step power allocatiorf>@ussian wiretap codebook.

scheme (13) with 5 users is shown in Fig. 2 as a function T0 prove the above claim, we first make a simple obser-

of the SNR. We note that the corresponding rate is close ¥gtion. Consider a modified channel as shown in Fig. 3(b).

an upper bound, derived next’ over a |arge range of SNﬁor this Channel, user 2 is alWayS degraded with reSpeCt to
Note that, we expect the two bounds to be close particularijger 1. The channel model is given by:

in the low SNR regime. As the SNR decreases our proposed
scheme transmits only if any user has an unusually large
channel gain. Since the eavesdropper’s channel will not

be equally large, the loss in capacity due to the S€CT®Ne will refer to the model (14) as the reversely degraded

constraint vanishes in the low SNR limit. The fact that the
. X . o channel model and to (16) as the degraded channel model.

bounds are quite close in the medium SNR limit is somewha .

Lemma 1:The sum capacity of the reversely degraded

surprising. It demonstrates that the gains from exhaustive . .
waterfilling over the two step power allocation scheme argarallel channels (14) is upper bou.nded by the sum capacity
not significant even at moderate values of SNR. Of the degraded parallel channels in (16).

To establish the upper bound, we consider a genie aided,
channel, where the eavesdropper’s channel is known to thg
transmitter and the intended receivers.

Csum= max log <1+ ﬁp) —log <1+L)
Bel0,1] (0}

2 2 2
11 O+ 0+ 1

+|09<1+(1;¢)—|og<1+ (1-p)P >

)
22 05+ 05+ L2

Y11 = X1+ Ny,
Y1 = Xo + N,

Y12 = Y11+ N1

N (16)
Y22 :Y21+ N22

The physical degradedness condition here can be replacid the
chastic degradedness condition, since only the mardistiibution of
the noise affects the capacity of the broadcast channels.
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Fig. 3. Parallel Gaussian broadcast channels with a dedredessdropper. In (a) the channels are reversely degraligel iw (b) user 2 is degraded
with respect to user 1.

To verify the above Lemma, it suffices to show that if
(R1,R) is achievable for the reversely degraded chan-
nel (14), then(R; + R,0) is achievable for the degraded
channel (16). This follows since user 1 in the degraded
channel model can always simulate user 2 in the reversely
degraded channel model and so any rate achievable for
user 2 in the reversely degraded model is also additionally
achievable to user 1 in the degraded model.

Lemma 2: The sum capacity of the degraded parallel
broadcast channel is equal to (15).
To verify lemma 2, first note that it suffices to transmit 1
only to user 1. Since user 1 can simulate user 2, any rate
achievable to user 2 is additionally achievable to user usTh
the problem reduces to the case of Gaussian parallel clgannel % s 10 Numbeffmers 20 2 20
with one receiver and one eavesdropper. We now invoke the
single user result for parallel channels in Claim 1 to observFig. 4. Upper and lower bounds on the sum rate for fading oblanith
that it suffices to use independent Gaussian codebooks Bffect secrecy constraint. The sum rate is evaluated ifirtfieSNR — o,
each of the channels. Finally, any achievable rate WitP1Ut 's close for practical values of SNR, see Fig. 2.
independent Gaussian codebooks is also achievable on the
original reversely degraded channel and this completes our
proof.

It follows that the capacity expression with global channe
knowledge of the eavesdropper is given by
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Rate (bits/symbol)

Theorem 1:The sum capacity of the fading broadcast
hannel withK independent receivers and a total power

with perfect secrecy constraint satisfies dim,C(P) =
loglogK + y+0(1), wherey = 0.5772 is the Euler-Gamma
constant ana(1) — 0 asK — oo,

Thus even though our proposed achievable scheme is sub-
optimal for the case of a single receiver, it is asymptolycal
optimal as the user population grows.

Remarks:

Following a derivation analogous to (9), we compute the , The double logarithmic scaling of sum rate with the
following upper bound, which is tight in the high SNR limit. number of receivers is a consequence of the multiuser
diversity (see e.g. [19]). We note that the secrecy
constraint preserves the multiuser diversity gain, but the
power gain is lost as in the AWGN wiretap channel [3].

CUl(P) = Pr(|Hmax/2 > [Hel? max
< (P)=PrllHmanl® > Hef") | max
(1+[H |2H'|max~,He) o

(1+ ‘H€|2H'|max-,He)

E |log ‘Hmax|2 > |He|21

|Hmax‘2
|He|2

CR" (P) < Pr(|Hmax/® > |He[9)E ['09 Hmax? > |He|2]

(18) .

We compute the achievable rate and upper bound
from (13) and (18) in Fig. 4. For analytical tractability,eth
rate is calculated by taking the limit SNR o for a fixed
K. We note that the upper and lower bounds are furthest for
the case of single user and, as the user population increases
the bounds get closer. Asymptotically the bounds coincide
and we have the following expression for the sum capacity.

The two-step power allocation strategy provides a nat-
ural architectural solution. In particular, scheduling al

gorithms optimized for conventional multiuser diversity

systems can still be used with the secrecy constraint.
The modification required at the scheduling layer is
that transmission must be done only if the channel of
the selected user is sufficiently strong. Moreover, the
transmitted information must be protected via a wiretap



code instead of a conventional channel code. The codebook#; is a (ng,2%R) code, with 21(R+Rw) jjd.

« Our analysis has focussed on the case of statisticall§.# (0,P) codewords randomly partitioned int612 bins.
equivalent users and eavesdroppers. Generalizations tadOur common message is of the forfWwp,Wi). The
the case when some receivers are stronger than othengessageWy is uniformly distributed over the indices
are straightforward. Both our upper and lower bound$1,2,...2"%R} while the messagé is uniformly distributed
can be generalized to this situation. over the indiceq1,2,...2"mR}, Accordingly, the overall rate

is:
V. MULTIPLE USERS COMMON INFORMATION

In this section, we consider a scenario when each of
the K receivers is interested in a common confidentiayVe note that our construction fofo and ¢ is analogous to
message. The problem of multicasting common informatioile Gaussian wiretap codebook construction [3].
has received less attention than the problem of broadgastin Encoding: We select randomly a codewotdf® for mes-
independent messages in Systems without a secrecy Céﬁ.ge% from the set of all codewords aSSOCiateanith this
straint. Transmitter CSI in general does not appear tofsignimessage. For messagé we select two codewords;* and
icantly improve the common message rate over a flat powbk" uniformly and independently of one another as shown
allocation based scheme (that does not require transmitirFig. 5 (potentially these codewords might be the same).
CSI). In contrast, when we have to multicast confidentiafit €ach time depending on the state of the channel, we
information, it is necessary that the knowledge of channéelect one of the codewords according to the table below
coefficients be taken into account so as to selectively ser@@d transmit its subsequent symbol.

No n
FRJF FR_ pR (29)

the intended users. A scheme based on flat power allocation Channel State Selected Codeword
will naturally reveal the message to the eavesdroppers. How (@) [H;Z>T & [Ha2> T Ug®
can the transmitter CSI be taken into account efficiently? (b) |H;2>T & |Ha2<T Uyt
One ad-hoc solution is to transmit only when the channel (¢) |H;2<T & |Ho[2>T Ul
gains ofall the users are sufficiently large. With independent (d) [Hi2<T & [HP<T 0

fading however, it will be only rarely (with sufficiently mgn
receivers) that all the users simultaneously experience
strong channel. The achievable rate will decay exponéntial
with the number of users.

One might naturally wonder how the multicasting secrec

capacity scales with the number of intended receivers.eSinE Decoding Decoder 1 ob Ny /M M d
we are limited by the single user upper bound (9), the ecoding Decoder 1 observed,q,Y,;', Y;>') correspond-

No (M jm i
capacity cannot increase with the number of receivers. Tﬁ'é,% to tg‘z r%odeword$uo _’Uld ’Uﬁ ): Sln;e 2th>e _I(_:odeworfs
best we can hope for is that the capacity is a constant? and U;* are transmitted wheneveH|* > T, user

independent of the number of receivers. In what follows wi @Pl€ to decode these codewords with high probability.

propose a scheme that also achieves a rate independentTB\"S user 1 recovers the messayé,Wi). User 2 is able

Np Np
the number of intended receivers. This establishes that tﬁ% recover the codewords,” and U, and therefore the

capacity does not decay with the number of receivers. messaggWib, Wy). .
pacty y Secrecy Analysis Let us denote the observed sequence

A. Case of two receivers at the eavesdropper a&.9,Ya%,Ys3), where Ygg is the

We first present the scheme for the case of two receiver@avesdroppers observation of codewalff, and Y.}, for

]

The generalization to multiple receivers will be presentetl= 1,2 are the eavesdroppers observations of codevidts

The transmission stops when the we have transmitted exactly

no symbols ofUg® andn; symbols each ot and? UJ".

Because of global CSI of the state, all the receivers know

§he current state of the system and accordingly know which
odeword the transmitted symbol belongs to.

subsequently. We first note that form our construction of codebo@ksand
We first define a few parameters. %1, we have that for any fixed > 0 and sufficiently large
« R2E[log(1+ [H|?P)|[H[? > T] —E[log(1+ [He2P)] Mo andm that
A , I(Wo,Yg9) <noe  |(Wa;Yei) <mie 1(WA;Ye3) < me,
* Ry =E[log(1+ |He|P)] (20)
To establish the condition of perfect secrecy we wish to
« T: threshold for transmission. upper bound the following quantity(\Wo,Wi; Yg9, Ye1, Yo3)-
« PEP(HP>T) |(Wo,Wa; Yg§, Yo, Yaz) = | (Vi Ya) + 1 (Wa; Yo, Yes) 21)
A A <1 (Wa; Yk, Ya3) + Nog
A 2 A e
* Mo=p°n, m =p(l-p)n The first equality above holds from the fact thag and

Codebook Generation We use two independent Gaussiany, are mutually independent and the codebo@ksand €1

codebooks%p, 61 as shown in Fig. 5. The codebodk

is a (nO’ZHOR) code constructed as follows. We generate %It may be necessary to skip transmission in a few time-slots is th
no(R+Ry . . process before all the states have occurred the desired nurhitienes.

2ol ) codewords I.I.dff/V(O, P) and randomly partition This will incur a small overhead in rate, but this loss vanishe the block

them into 2oR bins. There are 2™ codewords per bin. length becomes large. This will be discussed in more detaiiarfull paper.
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Fig. 5. Coding scheme for the two user multicasting case. Tependent Gaussian codebooks are generated, one for m#gsagd one for message
W;. The length of the codewords ang andn; respectively. We generaté' §*+Rw) codewords i.i.d# .4+ (0,P) and partition into 2R bins. For message
Wp, we select one codewov‘.ﬂoO from the bin ofWy. ForW,, we select two codewords; M andU2nl independently and uniformly from the bin @#. A
symbol ofUy° is transmitted wheneveH; |2 > T and |Hz|? > T. A symbol of Uf" is transmltted wheneveH;|?> > T and|H,|? < T, while a symbol of
UM is transmitted wheneveHy|2 < T and [Ha[2 > T.

are generated independent of one another. It remains ta uppes A configuration Q; in stateS, fork=1,2,...D; denotes

bound! (Wi; Yg1, Yas)- the labelling of which users have channel above the
threshold when in stat&. Note that there ar®; =
| (WA -y Yn1 h(Y™, Y™) — h(Y™ Ynl W ") tota! conflguratlons. wh.en.ln sta.
(WA, Ye 1, Ye2) = h( e;]? nl) (Yo1, Yoz Vi) - « A user is said to bectiveif his channel exceeds the
=h(Ye1,Ye2) —N( e,1\Wl)— h(Ye3/Wa) threshold. When in stat§, a user is active if\= (K 1)
(22) different configurations.
< (Y1) +h(Ye3) —h(Ya1 i) — h(Yg3Wa) « The probability Ef being in c_onfiguratioAQki of state
< W3 YD) 1 (Wa; Y) < 2nge i is given byq = p/(1—p)*~!, wherep = Pr(|H[? >
’ ’ T). Also let n; = gin, be the expected fraction of time
Here (22) follows from the fact that the codewmld%l and configurationQy; occurs.

ng ey H H
Ug are chosen conditionally independent givéh hence We will transmit a separate message in each such State

ny
Vel andYeZ are conditionally independent givef. Let the message B&f. Thus our common message is of the

Thus we have shown that by choosing a sufficiently Iarg{%rm (Wi, Wb, ...,Wk). For the rest of this section we focus
block length, we can keep the eavesdropper in almost perfeocrq transr7n|SS|on of messayé

equivocation, while the rate of the common message is given Codebook Generation

by (19)' we summ_anze our result below. . . We propose to use a concatenated codebook as shown in
Claim 4: An achievable rate for the two user multlcastlngFigure 6

system is given by )

) « For each of the configuratio®y; we generate a Gaus-
Reommonz2(P) = rp>ag<{Pr(|H| >T)x sian wiretap codeboolti; which is a (ni,2"R) code.
_ 2 2 Each codebook is generated via random partitioning as
(E [Iog(1+ HITP) HHI"> T] - F(P)>(}2’3) in the two user case (c.f. Fig. 5). This constitutes our
inner code.

whereF (t) £ E[log(1+ |He|2t)] = exp(L) /7 222 dy, de-
notes the mutual information of the eavetsdropper.

We next show that this rate is achievable for any number
of receivers.

« We select a maximum distance separable (MDS) code
over a fieldF,ngr with parametergA;, Dj). This forms
our outer code.

. Encoding

B. Many Receivers o The messageW is split into A sub-messages
Our extension of the multicasting scheme to the case of (Wj,...Wja,). Each of the sub-messag@$; is an in-

K intended receivers requires us to deal with many more dependent binary information sequence of lenggfR.

states. Accordingly, we introduce the following additibna « We view eachMj as a symbol over this fiell gz and

definitions: map the tupl€W;,...Wa;i) to a(Vyi, ..., Vp;i) using the
« The channel is said to be istate § i =0,1,...K, if outer erasure code.

exactlyi of the K users have channel gains above the « Each sequencé; is mapped to a codewo ”ii via the

thresholdT. inner wiretap codegy;. A symbol ofUl?ii is transmitted
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Fig. 6. A concatenated coding scheme for multicasting confilemessages in stat®. The message is broken down ing bit sequences of length
ngR. By treating these as elementsitfqr, a (Aj,Dj) erasure code is applied. Each of the resulting output synstiblein mapped to a wiretap codeword,
as shown and then output during a specific configuration. Eaelmnel above represents one such configuration. Eaclveeasin decode\; different
codewords in the configurations he is active. Then using thiererasure code, the original message can be recoverecavisdzopper observes all the
D; codewords over fading channels, but still has almost pedgaivocation.

whenever we are in configuratidy;. The achievable rate is constant, independent of the number
Decoding Let us denote the observations at receivef intended receivers.
. i n; .
j to be (Yj;,....Yjp,) corresponding to the codewordsygie on the overhead information

nj N’ . . e .
Ine e Satewords which are ransmited n configuratons, N [hal each acive user at a gien tme, has 10 kiow
9 the state and the configuration of the system at that time. In

where he is active. Using the outer MDS erasure code, the
our model, we have assumed global CSI knowledge, so that
messagé&\ can thus be recovered. ' . ) .
. each receiver knows this information for free. In practice,
Secrecy Analysis The eavesdropper observes all th . . S X
. G he transmitter has to send the configuration information
codewords over a fading channel. L(eq?e be the output se-

tth d h d d d explicitly. If there areK users in the system, there aet 1
quence at the eavesdropper when codewffdcorrespond- possible states and at—mo(s‘g) configurations. The amount

ing toVj; is transmitted. From the wiretap code construction,

it follows that I (Vij; ¥"%) < nge. We wish to show that for of overhead is of the order of Ic@) which increases
Y%) < ¢ for any givene'. linearly in the number of users.

sufficiently largen, I(W;U; Yije nn _ )
The significance of this overhead depends on how quickly
the underlying channel changes. If the channel is changing
WY ) = 1(VMi, Viz, -, Vioy; Yia -, Ypre)  (24)  every symbol, then this overhead could be huge, since we
i need to transmi bits per symbol. In practice however,

j

=h(Yae,....Yioe) —h(Yige, ..., Yi0klVi1, Via, ..., Vip;) if one uses a slow frequency hopping scheme, then the
—hY™S Y9 S Ry Vi o5y transmitter will spend a certain fraction of time in each
(Yize -+ Vioye) 2 (YieMi) (25 L arrow-band sub-channel, During this period, the configu-

ration information will be broadcasted first. Thereaftee th
wire-tap codeword of the corresponding configuration will

. be transmitted.

Here (24) follows from the fact that thé;...Vip, is a one e believe that at least in the high SNR situations, the
to one function oM\ and (25) from the fact thafY{.}j are  gyerhead information may not be the bottleneck. The main
conditionally independent givefV; };. Finally, observe that jstification for this is that this information does not have

the common message rate for the proposed scheme is gi¥@f secure. So unlike the secrecy rate, its rate increasks wit
by: the power. Hence it can be broadcasted at a much higher rate
than confidential messages.

IN

Y 1(%ie:Vij) < Ding e
J

VI. CONCLUSION

K /K-1\ . . The problem of secure broadcasting in an i.i.d. Rayleigh

i K—i . . . .
= Z i1 JPA=P"R=pR  (27) fading environment is investigated. Throughout we assume
= that the channel state of the intended receivers are known
which is the same rate in (23). globally to all the nodes, including the eavesdroppers. On
Theorem 2:An achievable rate for multicasting a confi-the other hand the channel state information of the eaves-
dential common message ¥ receivers is given by (23). dropping nodes are only known to the eavesdroppers and

K
Recommon= ZlAl gR (26)



not revealed to the transmitter or receivers. Upper andnowgi”:lE[Xzzi] < n(1-B)P. We use this to further simplify (30).
bounds have been derived for the case of one sender a

unds hav ved T TR<1(W; Y], Y7IY5, Y5) + 2nen
one receiver. For the case of independent messages, a co mg?: N onon on N onon un
scheme which is asymptotically optimal in the sum rate ag N(Y1: Y2 [Ye1, Yeo) — h(Y1', Y2'|Ye1, Yea, W) + 2nén
the number of receivers grows is presented. For the caseh(Y{,Ys'|Ya,Y%) —h(Y], Y3 Y&, Y%, W, X[, X3) + 2ne,
of a common message, a concatenated coding SCheme——%(YﬂanlYQ,Ye”z)—h(Z?,ZS\Z?wLZ&,ZSJrZQz)+2n€n

presented that has an achievable rate that is independent of (31)
the number of receivers interested in the message. — (YYD YD) — h(Z9Z0 + 20, ) — h(ZB|Z8 + Z) + 2né
(32)

APPENDIX < h(¥7'Ye1) + (Y3 Ye)

—h(Z1|Z1 + Z&) —NZ3|Z3 + Z&) + 2nen
We consider two parallel Gaussian channels; the genet= h(Y'|Y5) —h(Z]|Z] +25)

alization toM parallel channels is straightforward. Also for NN ni7n , —n
L . o +h(Y2'|YS) —h(Z5|Z) + Z8,) + 2n¢g
simplicity we only consider real channels. The generabrat (Y2 IYep) ~h(Z2]22 + Ze2) "
to complex channels is immediate. Here (31) follows from the channel model (28) and (32) from

We wish to show that it suffices to use an independeﬁ'f'e independence of the noise process across the channels.
Gaussian codebook on each parallel channel where the ead& Will provide an upper bound fdn(Yr'[Yg}) —h(Z7|Z; +
dropper is degraded with respect to the intended receivée): The derivation of the upper bound fdr(Y;'|Yg) —
and transmit nothing if the eavesdropper is stronger thdfZ21Z2 +Ze) is analogous. Together, these bounds will
the intended receiver. We first consider the case where tii€ld the claim. 1 B
intended receiver is stronger than the eavesdropper on both(Y1'Ye1) —h(Z71Z7 + Zg) < 2 log (1+ ?>

the channels. Recall that it suffices to use a physically 1 1[3 (33)
degraded model as below. —-log <l+ ﬁ) .
2 o7+ 04
Yi=X1+2Z1, Yeo=Yi+Ze We first note that sincg} andZy; are i.i.d. and independent,
28
Yo =X+ Zo, Yoo = Yot Zeo (28)  we haven . ) ) o
h(Z7|Z1 +Z&) = h(Z)) + h(Zgy) —h(Z1 + Zgy)
wherez; ~ A4 (0,0%), Zy ~ A (0,0%), Zer ~ .4 (0,0%) and — nlog2me ofog (34)
Zey ~ N (0,0%). 0f +0g
Claim 5: The secrecy capacity of the above channel with We now upper bounth(Y]"|Y5 ) as follows:
two parallel sub-channels is
n
1 P\ 1 P h(Y7'Ya) < h(Yai[Yeai)
C= sup {—Iog(1+B—2)——log(1+%) © i; e
Be0.1] o) 2 011+ 0a n al )
_ _ =y h(Y1i[Y1i + Zaij
+}Iog(1+w>glog<l+%>} iZ\
2 o3 2 05+ 0% n
< Zlh(Yli — ammsk;i (Y1i + Zewi)) (35)
i=
Note that the achievability scheme is to use independent i (Py+0%4) 02
. <9y log2me( ————=
Gaussian codebooks on the two parallel channels. We only & Py +0121+a§l

have to show the converse. L&t be the transmitted mes- (L5 Py + 02)a2
sage. Assume that there exists a lengtblock code with <nlog2me | " %':1 1 21 ez} (36)
2"R messages. From the secrecy constraint, we have that S2icaPit+or+og

L(W;Y3,YS) < ne, for some sequence, — 0 asn — . (BP1+012)G§-1>

Let nR=H(W) By Fano’s inequality, we have < nlog2ree (BP1+ o2 102 @37)

Here ammse,; in (35) is the constant in the linear MMSE

NR<H(W; YT, Y7) + ney estimation ofYy from Yy + Zeyj. Finally combining (37)
< WY1, YS) — H(W; Y, Yep) + 2neq with (34) gives (38). In an analogous fashion, it can be shown
< HW; YD YD YE,YS) 4 2ne, (30) that

h(Y2|Ye) —h(Z3|2Z3 + Zg) <
Now let X[' and X7 denote the transmitted sequences
on the two channels. Due to the sum power constraint,
there exists g3 € [0,1] such thaty! ;E[X2] < nBP and

log| 1
9(* o7

log (1+ w) ,

2 2
02+0-82

(1—B)P>
(38)

1
2
1
2



and this completes the proof of Claim 5.
It remains to show that if the eavesdropper is stronger
on any sub-channel then the transmitter should not transm'[g]

on such sub-channels and use independent codewords on

(7]

those channels where the intended receiver is stronger than

eavesdropper. To see this, suppose we make the intend[egéi
receiver as strong as the eavesdropper on any sub-channel

where he is originally weaker. Clearly, the capacity of this
channel can only be larger than the original channel. Byt
on this new channel, the eavesdropper is degraded with
respect to the intended receiver on every sub-channel. So b
Claim 5, it suffices to use independent code-books on eagh]
parallel channel. However, on any parallel channel whel@3]

the eavesdropper is as strong as the intended receiver, th
secrecy capacity is zero. So it suffices to only transmit o

sub-channels where the intended receiver is stronger than

the eavesdropper. But this scheme can also, be used on

original channel, thus establishing its optimality.

(1]
(2]
(3]
(4]
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