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ABSTRACT gn xn yn gn
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In many multimedia applications, there is a need to authen-
ticate a source that has been subjected to benign degrade
tions in addition to potential tampering attacks. We develop
a meaningful formulation of this problem, and identify and Fig. 1. Authentication system model. The sout€® is en-
interpret the associated information-theoretic performance coded to create the channelingat', incurring some distor-
limits. The associated systems are shown to perform dra-tion. The channel models benign degradations due to rou-

matically better than frequently proposed approaches basedine handling, as well as tampering by a malicious attacker.
on information embedding techniques. The decoder produces from the channel oufput either

an authentic reconstructicf® of the source to within some
fidelity, or indicates that authentication is not possible.

1. INTRODUCTION

In traditional authentication problems, the goal is to deter- Finally the special markings should be inserted so that no
mine whether a received message is an exact replica of WhaBther agent can create a successful forgery

was sent. Digital signature techniques are a natural tool
for addressing such problems. However, in many emerging
multimedia applications, the message may be an audio or

video waveform, and even in the absence of a tampering at'authentication. Section 3 presents a formal problem state-

tack, the waveform may experience routine degradation duement and characterizes the achievable performance of au-

to noise, compress[on,_etc., before _belng rece_lved. MEthOdSthentication systems. Section 4 applies the results to the
for reliably authenticating the received data in such case

. tant I the ref _ SpracticallyimportantGaussian—quadratic scenario and quan-
are'lo\mporrnagvatsir:/ve x_rsne?’ e.g.r,1 i(f :(?[heren(;ES:]Ti[ ]“ M of tifies the improvement over traditional information embed-
. S?. otivating example, consider the authentication o ding approaches, and Section 5 contains some concluding
drivers’ licenses. Many jurisdictions print a hologram on the

This paper examines key aspects of the fundamental trade-
offs between security, robustness, and distortion using infor-
mation-theoretic analysis. Section 2 describes the model for

photograph portion of the license. The presence of the holo- remarks.

gram indicates that the license is legitimate without adding

excessive visual distortion. Imprinted holograms are a par- 2. SYSTEM MODEL AND PROBLEM
ticular implementation of a larger class of schemes that use FORMULATION

special markings embedded into the photograph to enable a

decoder to extract an authentic representation of the origi- Our system model is as depicted in Fig. 1. To simplify the

nal. In general, the special markings should be embedded sgxposition, we model the original source as an independent

that the distortion between the original and embedded pho-and identically distributed (i.i.d.) sequensg, S, ..., S,

tographs is small, thus enabling a receiver without an appro-denoted ass™. In practiceS™ could correspond to sample

priate decoder to still use the license to check the identity values or signal representations in some suitable basis.

of the bearer. In addition, the special markings need to be ~ The encoder takes as input a blockrofsource sam-

robust to perturbations in the form of smudges, scratches,plesS™, producing an outpuk " that is suitably close to

or other degradation due to routine handling: the decoder S™ with respect to some distortion measure. The encoded

should still be able to authenticate if only these are present.Signal then passes through a channel, which captures the
This work has been supported in part by NSF under Grant No. CCR- effects of routine hand“ng as well as any tampering, pro-

0073520, Hewlett-Packard through the MIT/HP Alliance, and Texas In- dUCing the channel outpat™. N o
struments through the Leadership Universities Program. The decoder either produces, to within some fidelity as
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guantified by a suitable distortion measure, a reconstruction
5™ of the source that is guaranteed to be free from the ef-

fects of any tampering by an attacker, or declares that it is

not possible to produce such a reconstruction. We term such
reconstructions “authentic.”

In the authentication scenario of Fig. 1, we deliberately
avoid a particular channel model. Rather, we make use of
a concept we refer to as a “reference channel.” A reference
channel, or more accurately a reference channel ensemble,
is the collection of realized channels for which we require P
the decoder to produce an authentic reconstruction of the
source. For channels outside this collection, we allow the
decoder to declare that an authentic reconstruction is not
possible. Thus, the reference channel should be chosen to
capture all benign and malicious degradations we desire the
system to overcome.

Given a particular reference channel (known to the trans- |
mitter, receiver, and attacker), the goal of the system de- »
signer is to make the encoding distortion small, so that in the
absence of a channel the encoder output is a faithful replicaFig. 2. The achievable distortion region for a symmetric
of the original source, and to make any authentic reconstruc-Bernoulli source transmitted over a binary symmetric refer-
tions the decoder produces of high fidelity. In general, these ence channel with crossover probability Distortions are
are conflicting objectives, and in the sequel we explore the with respect to the Hamming measure. The gase0 cor-
fundamental trade-offs involved. responds to traditional digital signatures.

The following definition makes precise the notion of an

authentic reconstruction, i.e., one free from the effects of S _ _
the channel. authentication is not required, all points above the dashed

line can be achieved. Thus requiring authentication strictly
reduces the set of achievable distortions whern 0. Note
that at the pointD., D;) = (p, p), the decoder completely
eliminates the effects of the reference channel when it is
S§" s {87 X"} o YT 1) in effect: the minimum achievable reconstruction distortion
D, is the same as the distortidn, at the output of the en-
This condition is rather intuitive: it means that the channel coder. Observe, tOO, that the case= 0 Corresponds to
output cannot influence an authentic estimate directly, but the traditional scenario for digital signatures where there is
rather only indirectly through the encoder inputs and out- ng noise. In this case, as the figure reflects, authentication

puts. _ _ . _ is achievable without incurring any encoding distortion nor
As our main result, in Section 3 we characterize when reconstruction distortion.

authentication systems are possible, and when they are not.
Specifically, letD,, denote the encoding distortion, i.e., the
distortion experienced in the absence of a channel, and let
D, denote the distortion in the reconstruction produced by
the decoder when the signal can be authenticated, i.e., whe
the channel degradations are consistent with the referenc%

D=

D,

rol— ——

Definition 1 A reconstruction S™ produced by the decoder
from the output Y™ of the channel is said to be authentic if
it satisfies the following Markov condition:

3. CHARACTERIZATION OF SOLUTION:
CODING THEOREMS

n instance of the authentication problem consists of the

L : . . . uple
distribution p(y|z). Then we determine which distortion
pairs(D,, D,) are asymptotically achievable. {S,p(s), X, Y, p(ylz), de (- ), di (-, ) } 2)
Before developing our main result, we illustrate with an  wheres, X, and) are the source, channel input, and chan-
example the character of results that are obtained. nel output alphabets—which are finite unless otherwise in-

dicated—anag(s) is the (i.i.d.) source distributiom(y|x)
Preliminary Example An illustrative achievable distor- is the (memoryless) reference channel law, dpd, -) and
tion region is depicted in Fig. 2. This example, developedin d, (-, -) are the encoding and reconstruction distortion mea-
[1], corresponds to a problem involving a symmetric Bernoullisures, respectively.
source, Hamming distortion measures, and a binary sym- A solution to this problem (i.e., an authentication scheme)
metric reference channel with crossover probabjlityvVhen consists of an algorithm that returns an encoding function



T", a decoding functiorb™, and a secret key. The se- regardless of the channel law in effect, Pr[€p,] — 0, and
cret key is shared only between the encoder and decoder; alPr[p,] — 0 when the reference channel is in effect, with
other information is known to all parties including attackers. &, Ep, and £p, asdefinedin (5), (3), and (4).

The encoder is a mapping from the source sequence (as well

as the secret key, which we suppress to simplify notation)to ~ For such systems, we have the following theorem [1]:

codewords, i.e.Y™(5") : S - A™. Theorem 1 Thedistortion pair (D., D,) liesin the achiev-

The decoder is a mapping from _the channel output af‘d able distortion region for the problem (2) if and only if there
the secret key to either an authentic source reconstruction

5™ (i.e., one satisfying (1)) or the special symlwlthat zlcsrt]sthaatdlstrlbutmn p(uls) and functions f(-,-) and g(.)
indicates such a reconstruction is not possitdk: (Y") :

y" — S™U{@}. Notice that since an authentic reconstruc- I(U;Y) = I(S;U) > 0 (6a)
tion must satisfy (1), and since the decoder must satisfy the Eldo(S, f(U,S))] < D (6b)
Markov condition{S™, X"} < Y™ < ®" (Y"), we have e ’ -7°

that S «— {S", X"} — ®" (Y") forms a Markov chain. Eld:(S,9(U))] < Dx (6¢c)

Therefore the authentic reconstruction is effectively defined
by the encoder and not the decoder.

The relevant distortions are the encoding and decoding
distortion computed as the sum of the respective (bounded)
single letter distortion functioné, andd,, i.e.,

where the alphabet I/ of the auxiliary random variable U
generated by p(u|s) has cardinality? bounded by U] <
(IS[+ X +3) - |S] - [X].

3.1. Layered Authentication Systems

1 Z do(Si, X;) and 1 Z dy (S, @7 (Y™)). It is also possible [1] to develop layered systems where the
ni ni4 decoder produces a coarse-grain reconstruciénwhen
o ] the received signal is consistent with the channeldéyyx),
The system can fail in one of three ways. The firSttwo o 5 fine-grain reconstructio?” when the received signal
failure modes correspond to either the encoder introducings consistent with the reference channel lage|2). For

excessive encod'ing distortion,_or thg decoderfailing to Pro- (degraded broadcast) reference channel laws of the form
duce an authentic reconstruction with acceptable dlstortlonp(% 2|z) = p(y|2)p(z|z), the distortion triple D, D;, D)

when the reference channel is in effect. Forany 0, the s achievable if there exists a conditional distributign, ¢|s),
associated distortion violation error events are and scalar decoding functiopé) andg (-, -) such that
Ep, = {EZde<si,Xi>>De+e} (3) T3 Yi|U) = I(S;T|U) = 0 (72)
i Eld;(S.g (U, T))] < D} (7b)
in addition to the conditions in (6).
A R T e
4. THE GAUSSIAN-QUADRATIC CASE
1 n . .
N {ﬁ > di(Si, @ (Y™) > Di + 6}) (4)  Consider a white Gaussian source with a white Gaussian
i=1 reference channel. Specifically, we model the source as an

In the remaining failure mode, the system fails to pro- 'I-d- Gauszsian sequence where eagfhas mean zero and
duce the desired authentic reconstructihfrom the chan- ~ Varianceoss, and the independent reference channel noise

nel output and, instead of declaring that authentication is @S an i-i.d. sequence whotte elementV; has mean zero
not possible, produces an incorrect estimate. The success&Nd variance . Furthermore, "2"9 adopt the quadratic dis-
ful attack event is tortion measuré(a,b) = (a — b)*.

A simple inner bound on the distortion region is ob-
Ea = {O"(Y") £ I N {O™ (Y™) # gn}, (5) tained [1] by ignoring the authenticity requirement (1)

2 2

Definition 2 The achievable distortion region for the prob- D, > 9NOs . (8)
lem (2) is the closure of the set of pairs (D., D,) such that - 0%+ (VDe + 05)2

there exists a sequence of authentication systems, indexed

by n, where for every ¢ > 0 and asn — oo, Pr[€s.] — 0 To derive outer bounds we numerically optimize over

n . _ o all distributions wherd S, U, X) are jointly Gaussian. For
Although public key schemes are possible, to simplify and focus the

exposition we consider only secret key schemes in this paper. 2When its argument is a sét| denotes its cardinality.




low D., we can closely approach the numerically obtained
outer bound by using a distribution with structure similar
to that used to achieve capacity in the related problem of
information embedding [2]. For this encoding structure we
letU =S+ T/aandX =U+ (1 —a)(S-U) =S+
T whereT is a Gaussian random variable with mean zero
and variancer?. independent of both the souréeand the
channel noiseV.

The encoding distortion is simpli. = 0. The best
reconstruction distortion is obtained by choosirg to be
the minimum mean-square estimateSofivenU yielding

B[SU)? > 02D,

[S2IE[U%]) ~ Do+ 0202
D + 012\,
Qauth = e | 1+ )1+ ——52
0s

The best choice ak is [1]
wherea;. = D./(D. + o%) is the corresponding infor-

D, = E[S?] (1 -5 9)
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Fig. 3. Comparison of achievable distortion regions for the

quantize-and-embed strategy (broken line), and inner (dot-

ted line) and outer (solid line) bounds on the optimal distor-

mation embedding scaling parameter determined by Costalion region obtained in [1] for the Gaussian-quadratic prob-

[2]. Evidently, the scaling parameter for the authentication
problem is at least twice the scaling for information embed-
ding and significantly larger when either the SNR /o3,
or signal-to-distortion ratio (SDRy %/ D, is small.

For high D., an encoder that essentially amplifies the

lem with SNR of 30 dB. When the reconstructions are not
required to be authentic, all points above the dotted line are
achievable: the security requirement strictly decreases the
achievable distortion region.

source to overcome the reference channel noise closely apy,ich we can verify is a factor of up 8NR/2 worse in

proaches the numerically obtained inner bound. This struc-

reconstruction distortion than the optimum system [1], as

ture corresponds to choosing the encoder random variablesy o figure reflects.

accordingtd/ = S+ T andX = pU. Inturn, choosing as
g(-) the minimum mean-square error estimatorSofiven
U yields the distortions

2 2

De=(1-B)2%0%+ %2 and D, =271
( 5) JS"‘ﬁUT 0’%—!—0%7
where the choice
0’202
Y e (10)
o7(0% +07)

can be shown [1] to satisfy the mutual information con-
straint in (6a).
Figure 3 compares the distortion regions corresponding

A corresponding achievable region for layered systems
in the Gaussian-quadratic scenario is developed in [1].

5. CONCLUDING REMARKS

While this paper describes an optimum architecture for mul-

timedia authentication systems, many aspects of the detailed
design and implementation of such systems remain to be

addressed. Examples span a variety of fields and include
information-theoretic issues such as error exponent behav-
ior, communication-theoretic issues such as the design and
analysis of structured authentication codes, signal process-
ing considerations such as appropriate source and reference

to the inner and outer bounds described above to a simplechannel models and the choice of a good signal basis, and

guantize-and-embed alternative strategy.
which is at the heart of many previously proposed authenti-

In this strategy,topics in computer science regarding cryptographic tools for

public and private key versions of such systems.

cation schemes, the encoder compresses the source signal,

protects it with cryptographic techniques and embeds the
result in the original signal. The receiver decodes the em-
bedded message, cryptographically verifies its authenticity,
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